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Mogaennb yrpo3 6e30MacHOCTH MePCOHATbHBIX JAHHBIX

MyHUIIUTIAJIBHOT0 ABTOHOMHOT0 001e00pa3zoBareabHOro yupe:xaenusa « COII Ne 91>
|. Tlepeyennb 0003Ha4YEHUIT M COKPALLCHUH
APM - aBTOMaTH3MpOBaHHOE pabovee MecTo;
NP - uadopmanimoHHBIN pecypc;
NCTI/IH - nHbOpMaIIMOHHAS CUCTEMA TTEPCOHATBHBIX JTAHHBIX;
K3 - xoHTponupyemas 30Ha;
[1/IH - nepcoHabHBIEC JAHHBIE;
1O - mporpamMmmHOe 0OecIIeUCHHE;
[ITC - nporpaMMHO-TEXHUYECKUE CPENICTBA;
[I59MUH - mo6o4HbIC 37EKTPOMArHUTHBIC U3ITYYCHHS M HABOJKU;
C3MU - cpencrBa 3amuThl HHGOPMALIUHY;
0. CK3WU - cpencrBa kpuntorpadu4eckoi 3auTsl THPOPMAIHHL;
1. ®©CB - ®enepanpHas ciryx0a 6€30MaCHOCTH;
DCO - DenepanpHas cayx0a OXpaHbl;
13. ®CTOK - DenepanpHas ciyk0a M0 TEXHUIECKOMY U SKCIIEPTHOMY KOHTPOITIO.
1. O01me moJ10KeHUSA
1. Hacrosimas Mozaens yrpo3 0e30MacHOCTH MEPCOHANBHBIX TaHHBIX (Hanee - Mojenb) ColepKUt
CHUCTEMATU3UPOBAHHBIA TEPEUYCHb Yrpo3 OE30MacCHOCTH NEPCOHATBHBIX JaHHBIX NPU HX 00paboTKe B
MyHULIUIIaTbHOM aBTOHOMHOM o001eo0pa3zoBatenbHoM yupexaeHun «COLI Ne9ly (manee - Ilkona).
VYka3zaHHbIE yrpo3bl MOTYT HMCXOJUTh OT HMCTOYHHUKOB, HMEIONIUX AaHTPOIMOTCHHBIA, TEXHOTEHHBIH U
CTUXMIHBIA XapakTep U Bo3aedcTByromux Ha ys3Bumoctu MCII/H, xapakrepubie misa nannoud WCIIH,
pealn3ysi TEM CaMbIM yrpo3bl HHPOPMAITMOHHON 0€301TaCHOCTH.
2.B Mopemu naercs o6o6mennoe onucanue MCII/{H, cocTtaB, KaTeropuu U mpeoiaraeMblii 00beM
obpabateiBaembIx [1/]H ¢ mocnenyromei knaccudukanueid UCIT/1H.
3.Mogens omuchIBaeT MOTEHIMANBLHOrO Hapymwurens Oe3omacHoctu [I[[H w moaxoasl Mo
OTPEJICTICHUIO aKTyaJbHOCTH yIrpo3 C y4E€TOM BO3MOXHOCTEH HApYIIUTENSI U OCOOCHHOCTEW KOHKPETHOM
NCII/H.
4.Hacrosimass Mopens  pazpaboraHa B COOTBETCTBUHM ¢ TpeOoBaHusMu — DenepanbHOro
3aKOHOAATENHCTBA U (PeiepaibHBIX OPTaHOB IO 3alllUTE NEPCOHANBHBIX JAHHBIX.
I11. XapakrTepucruka o0bekTa HHGOPMATH3ATNT

1. B xauecTBe 00beKTa MH(POPMATU3AIMY IIIKOJIBI BBICTYTAIOT aBTOHOMHBIE aBTOMATHU3UPOBAHHBIC
paboune mecta (APM).

2. BBOJI MepCOHAIBHBIX JIAHHBIX OCYIIECTBISETCS Kak ¢ OyMakKHBIX HOCUTEIIEH (Harpumep,
JIOKYMEHTOB, YOCTOBEPSIONINX TUIHOCTH cyObekTa [1/1H), Tak U ¢ 3IeKTPOHHBIX HOCUTENEH HHPOPMAIIHH.
Kareropuu nepconanbHbIX JaHHBIX: (amMuIHs, UMsI, OTIYECTBO, TOJI POKICHUSI, MECSI] POKICHHS, 1aTa
POXKIEHHS, MECTO POXKICHHS, apec, CEeMEeHOe MOJ0KeHue, 00pazoBaHue, MPoQeccHsi, COCTOSTHUE
3J10pPOBbBSI;

3. UCTI/In npeanonararot pacrnpeaeneHuyo (Ha APM) o6pabotky u xpanenue [1/]H.

4. Ilepconanbubie nanHbie cyobekToB [1/1H MoryT BeiBoguThCs 13 UCII/IH ¢ nenbio nepeaauu
MEPCOHAIIbHBIX IAHHBIX CYOBEKTOB Y UPEKJIEHHUS, KaK B AJICKTPOHHOM, TaK U B OyMa>kHOM BHJIE.

5. Kontpomupyemoit 3on0i (K3) UCII/In sBAstoTCS 37aHUS M OTAENbHBIE MOMeleHus. B mpeaenax
KOHTPOJIUPYEMOW 30HBI HAXOAATCS pabouyme MecTa MOJIb30BaTee M MecTa XpaHEHHUs apXUBHBIX KOIHA
JAHHBIX, CETeBOE U TeJeKOMMYHUKannoHHoe obOopynoBanue HWCII[H. BHe KOHTponupyeMoil 30HBI
HaxOoJSTCs JUHUW TIEpellayd JIaHHBIX W TEJICKOMMYHHKAIIMOHHOE OOOpYIOBAaHHE, HCIIOIB3YeMOE JIJisi
nH(OPMAIIMOHHOTO OOMEHa MO CeTSAM CBSI3U OOIIEro MOJb30BaHUS M (WJIH) CETSIM MEXKIyHapOIHOTO
MH(OPMALIMOHHOTO 0OMEHa.
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IV. Cocras, kaTeropum 1 00beM NepPCOHAJIbHBIX IAHHBIX, OlIpe/eJIeHHe YPOBHS
3alMIIEHHOCTH MEePCOHAIbHBIX JAHHBIX

1. Ha ocHoBe xapakTepucTUK M ocoOeHHOocTer ucnonb3yembix MCII/IH u oOpabaTbiBaeMbIX B HUX
NEPCOHAJBHBIX JAHHBIX, MOXXHO KOHCTaTHMpPOBaTh, YTO IE€PCOHAIbHbIE JaHHbIe CyObekToB IIJIH,
oOpabaTeiBafOTCS B YUpeKIeHUU WHPOPMAIMOHHON CHCTEMOH, oOpabaThIBaomIell OOIIETOCTYITHBIC
NIepCOHAJbHBIC JAHHBIE, a TAK)KE CUCTEMOH, oOpabaTbiBaroIell HHbIE KAaTErOPUM MEPCOHAIBHBIX JaHHBIX,
CHenuagbHble KaTeropuu IMEPCOHANBHBIX JaHHBIX. buomerpuueckue nepconanbHbie nanubie B MCIT/IH
VYupexaeHnus He 00padaThIBaIOTCA.

2. lns WCII[In Ilxonsl aKTyaJbHBl yrpo3bl 3 TUNA - YIPO3bl, CBA3aHHBIE C HAIMYUEM
HE/I0KyMEHTHPOBAHHBIX (HEAECKJIAPUPOBAHHBIX) BO3SMOXHOCTEH B IPUKJIAJHOM IIPOrpaMMHOM 00€CIIEUeHHH,
UCTOJIb3yeMOM B HH(OpMarmonHoi cucteme. CoriaacHo NOAMyHKTY «0» myHkra U « TpeboBanuii k 3amure
NEPCOHAIBHBIX JAHHBIX MPHU UX 00paboTKe B MH(OPMAIMOHHBIX CHUCTEMAaxX NEPCOHAIbHBIX JAHHBIX» UL
NCI A konsl TpebyeTrcs obecneunTs 2-Uil ypOBEHb 3aLIMIIEHHOCTH MEPCOHATIBHBIX NAaHHBIX MPH HX
00paboTke B HHOOPMAITMOHHOM CHCTEME.

V. Cnoco0bl HapylIeHUsI XapAKTEePUCTHK 0€30I1aCHOCTH NEePCOHATBbHBIX IAHHBIX
Hcxons u3 nepedHs nepcoHalbHBIX JaHHBIX, 0OpadaTeiBaeMbix B MCII/IH, cylmecTByIOT ciienyromue
CIIocOoOBI HAPYIIICHUS XapaKTepucTHK Oe3omacHocTy [1/1H:
- XMILEHUE NIEPCOHATIBHBIX JaHHBIX COTPYAHUKAMU Y UPEKICHUS JUIsl HCIIOJIB30BAHNS B KOPBICTHBIX LIEJIAX;
- mepenaya (GUHAHCOBOM, a[peCHOMU, FOpUAMIECKON 1 Tpouelt nHpopmarmn o cyosekte I1/IH TpeThum
JIULIAM;
- HECAHKIIMOHMPOBAHHOE IyOJIMYHOE pa3IJIallleHue NEePCOHAIbHBIX JAHHBIX, CTABLIIMX U3BECTHBIMU
corpyaHukam [IIkoJbr;
HECaHKLMOHUPOBAHHOE I10JIy4€HHUE IIEPCOHAJIBHBIX JAHHBIX TPETbUMU JIML[AMU;
- YHUYTOXEHHUE (PMHAHCOBOM, afpecHo 1 mpouel nHpopmarmn o cyobekre 11/1H,
- OnokupoBaHUEe (PUHAHCOBOM, aipecHOi u npoueit uHpopmanuu o cyonrexre [1/1H;
- BBOJI HEKOPPEKTHOW (PMHAHCOBOM, afipecHOl U mpoueit nuudopmaruu o cyonexre I1/1H;
nepeaya HEeKOpPPEKTHOUM (PMHAHCOBOM, aApecHOi U nmpouei naHdopmarmn o cyonsexre I1/1H;
UCKaX€HUE apXUBHOM nH(popmanuu 1o cyowvexry [1/1H;
YHUYTO)KEHUE apXUBHOW MHPopManuu 1o cyobexty [1/1H.
V1. ¥rpo3si 0e30nacHOCTH NEPCOHAIBHBIX JAHHBIX, IPU HX 00padoTKe B
HH(OPMANMOHHBIX CHCTEMAX MePCOHAJIBHBIX JAHHBIX

1. Tlox yrpo3zamu 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX U UX o0padotke B MCII/IH
MOHMMAETCS COBOKYITHOCTb YCJIOBHUI U (PAKTOPOB, CO3AAIOIINX OTEHIIUAIBHYIO HJIK PEATILHO
CYIIECTBYIOIYIO OIACHOCTb, CBSI3aHHYIO C YTEUKOM HH(popMauy U (WIN) HECAHKIIMOHUPOBAHHBIMU U
() HEMpeTHAMEPEHHBIMU BO3/IEUCTBUAMU Ha Hee. Takum 00pa3om, yrpo3sl Oe3omacHoctu [1/IH mpu nx
o0pabotke B ICII/IH MoryT OBITh CBSI3aHBI Kak ¢ HEMpeAHaMepeHHbIMU JieiicTBusMu nepconana UCIT/IH,
TaK U CO CIELHUAIBHO OCYILECTBISIEMBbIMUA HEIPABOMEPHBIMU IEUCTBUAMHU OT/IEIbHBIX OPraHU3aLUN U
IpaXkJaH, a TAK)Ke NHBIMM UCTOYHUKAMHU yrpo3. HermpaBoMmepHsble A€MCTBHSI MOTYT UCXOAUTH TAK)KE U OT
COTPYJIHUKOB YUpeKJIeHUs B Cilydae, KOTJla OHU PacCMaTPUBAIOTCS B KaUECTBE MOTEHIIMATIbHOTO
HapymmTens 6ezonacHoct I1J1H.

2. B memsix dbopMupoBaHHS CHCTEMaTH3WPOBAHHOTO TepedHs yrpo3 6e3omacHoctd IJIH mpu ux
obpabotke B UCII/IH u pa3paboTke Ha UX OCHOBE YaCTHBIX (JI€TAIM3UPOBAHHBIX) MOJIeNel TPUMEHUTEIBHO
K koHkperHomy Buay WCIIJIH, yrpossl Oe3omacHocTH mepcoHanbHbIM AaHHbIM B MCII[IH MoxHO
KJ1accu(UIUPOBATh B COOTBETCTBUU CO CIIEIYIOIIUMH NPU3HAKAMMU:

- 10 BHJIaM BO3MOKHBIX UICTOYHHKOB YTPO3;
- 1o tuny UCII/IH, Ha KOTOpBIE HAalpaBJIeHA pealn3anus yrpos;
- 10 BHJly HapyIlIaeMoro cBoiicTBa MHGopMauu (BUy HECAHKIIMOHUPOBAHHBIX JAEHCTBHM,
ocymecTBisieMbix ¢ [1J1H);
- 10 croco0am peanusaluu yrpos;
- IO UCIIOJIb3YEMOM YSI3BUMOCTH;
- 110 OOBEKTY BO3/ICUCTBUS.

3. dnst UCIIIH cymiecTBYIOT cieayrolue Kiaccsl yrpo3 6e3onacHocty [1JIH:
- Ilo BMAaM BO3MOKHBIX HCTOYHUKOB YIP03 0€30I1aCHOCTH NEPCOHATbHBIX IAHHBIX
- yrpo3bl, CBSI3aHHBIE C IPEAHAMEPEHHBIMU WJIN HENPEAHAMEPEHHBIMU AEHCTBUSIMHU JIL, UMEIOIUMHU
noctyn k P UCIT/In, BKiItouas mojib30Baresie, peaausyromue yrpo3sl HenocpeactsenHo B UCIx;
- yrpo3bl, BOSHUKHOBEHHE KOTOPBIX HAMPSMYIO 3aBUCUT OT CBOWCTB TEXHUKH, Ucnioiab3yemoi B ICIT/IH;
- yIpo3bl, CBSI3aHHBIE CO CTUXUMHBIMU MPUPOIHBIMU SIBICHUSMH.



Kpowme 3Toro, yrpo3sl MOI'yT BO3HUKATh B PE3YyJIbTaTE€ BHEAPEHNUS allllapaTHBIX 3aKJIAJ0K U BPEIOHOCHBIX
IIPOrPaMM.
- IIo Tumy UCII/IH, Ha KOTOpBbIe HaNpPaBJIeHA yrpo3a:

ITo crpykrype MCII/IH, Ha KOTOpBIE HAIIpaBICHA Yrpo3a, HEOOXOAUMO pacCMaTPUBATh CIIEIYIOIIIE
KJIaCChI yTpo3:
- yrpo3ssl 0e3omacHOCTH 1aHHBIX, 00padaTeiBaeMbix B ICIT/IH Ha 6a3e aBTOMaTH3MPOBAaHHBIX PabOYnX
MECT;
- Ilo cmocodam peasm3zanuu yrpo3

[To cniocobam peanu3aiiy yrpo3 BEIICISAIOT CIEAYIONINE KIaCChl YIpo3:
- YIpO3bl, CBSI3aHHBIE C HECAHKLIMOHUPOBAHHBIM J0CTYIIOM K [1/IH (B TOM uMciie yrpo3bl BHEAPEHHUS
BPEIOHOCHBIX NPOTPAMM);
- yrpo3ssl cnenuanbHbix Bo3aeiicTeuil Ha UCIT/H.
- Ilo Buay HapymiaeMoro cBoiictBa mHGopManum (HeCAHKIIMOHNPOBAHHBIX /Il CTBHIA,
OCYILIECTBJIAEMBIX € IEPCOHATBHBIMU JAHHBIMH)

[1o Buay HECAaHKIIMOHUPOBAHHBIX JEHCTBUMN, OCYIIECTBISIEMBIX C IEPCOHATBHBIMU IAHHBIMU, MOKHO
BBIJICJIUTH CICAYIOLIUM KJIacC yrpos:

yrpo3bl, IPUBOAIINE K HApYIIeHUIO KOHpuAeHuuanbHocTu [1/[H (konupoBaHuio mwin

HECaHKLMOHUPOBAHHOMY PaclpOCTPAHEHUIO), IPU PEATU3ALUN KOTOPBIX HE OCYLIECTBIIAETCS
HEMOCPEACTBEHHOTO BO3/ICHCTBHS Ha co/iep kaHne HH(GOpMaInu;
- YIpo3bl, IPUBOIINE K HECAHKIIMOHMPOBAHHOMY BO3JICHCTBHIO Ha COJIEpKaHUE MHPOPMALIH, B
pe3yabTaTe KOTOPOTO MPOUCXOAUT U3MEHEHUE JAHHBIX WM UX YHUYTOXEHUE;
- yIpoO3bl, IPUBOJALINE K HECAHKIIMOHUPOBAHHOMY BO3JICUCTBUIO HA MPOIPAMMHBIE WM IIPOIPAMMHO-
anmapatHsie aneMenTsl UCIIJIH, B pe3ysabpTaTe KOTOPOTo OCYIIECTBISIETCS OJOKHMPOBAHUE IaHHBIX.
- Ilo ucmosib3yemoi yA3BMMOCTH BbIJAEISIIOTCH CJeYI0IHe KJIacchl yIpo3:
- yrpo3bl, peain3yeMbIe C UCIIOIB30BAaHUEM YSI3BUMOCTH CHCTEMHOTO IporpaMMHoro obecreuenus (I10);
- yIpo3bl, peain3yeMble ¢ UCIOIb30BaHUEM YSA3BUMOCTH NpukiagHoro I10; - yrpo3sl, BO3HUKAIOUIUE B
pe3yibTaTe UCIOJIb30BaHUS YSI3BUMOCTH, BbI3BaHHON HasimuneM B MCII/Ix annmapatHo 3aKinaaKu;
- yIpo3bl, peaIn3yeMbI€ C UCIIOJIb30BAaHUEM YSI3BUMOCTEN IPOTOKOJIOB CETEBOI0 B3aUMOICUCTBUS U
KaHAJIOB IIepeady JaHHBIX;
- yIpO3bl, BO3HUKAIOIINE B PE3YJIHTATE UCIIOIB30BAHUS YSI3BUMOCTH, BBI3BAHHON HETOCTaTKAMU
OpTraHU3aIH TEXHUYECKOH 3amuThl HH()OPMAIK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA;
- yIpo3bl, peaiu3yeMble C HCTIOIb30BAHUEM YSI3BUMOCTEH, 00yCIOBIUBAIOIINX HATMUYNE TEXHUIECKIX
KaHaJIOB YTEUKH UH(OpMalny;
- YIpo3bl, peaan3yeMble C HCIOIb30BAHUEM YSI3BUMOCTEHN CPEJCTB 3alUThI HH(POPMAIIH.

- Ilo 00BbeKTy BO3A€eHiCTBHS BBIACISIOTCS CJeAyIOIHe KJIACCHI YIPO3:
- yrpo3ssl 0ezonacHoctu I1J{H, o6padaTeiBaembix Ha APM,;
- yrpo3sl 0e3onacHocTu [1/H, nepenaBaeMbIX MO CETSIM CBA3H;
- Yrpo3bl IPUKJIAIHBIM IIPOrpaMMaM, ¢ MOMOIIIbI0 KOTOpbIX oOpabaTsiBatoTcs [1/1H;
- yrpo3sl cuctreMHoMmy 10 obecneunBaromemy ¢ynxmonuponanue UCII/IH.
VIl. XapakTepucTnka HCTOYHMKOB YIpo3 0e30MacHOCTH NepcoHaJbHbIX A1aHHbIX B UCIIIH
B otnomennu UCII/IH MOryT cyliecTBOBaTh TpU THIIAa HCTOYHUKOB yrpo3 6e3omnacHoctu [1/1H:
1. AHTponoreHHble HICTOYHUKH Yrpo3 OezonacHocTy [1/1H.
2. TexHOTeHHBIC HICTOYHUKH YTpo3 Oe3omacHocTH [1]1H.
3. CruxuitHble HCTOYHHUKH yrpo3 OezonacHoctu [1/1H.
- AHTpONOreHHbIE¢ HCTOYHMKH YyIpo3 0e3onacHocTH I1/{n

B kagectBe anTponorenHoro uctounuka yrpos ais MCIT/Ix Heo6xoaumo paccMaTpuBaTh CyObeKTa
(JIMYHOCTB), UMEIOILIETO CAHKIIMOHUPOBAHHBIN WM HECAHKLIMOHUPOBAHHBIN TOCTYII K paboTe CO ITAaTHBIMU
cpenctBamu MCII/IH, nelicTBUS KOTOPOro MOTYT NMPUBECTH K HAPYUIEHHIO OE30MAaCHOCTH MEPCOHATIbHBIX
JTaHHBIX. AHTPOIIOTE€HHbIE UCTOYHHUKH yrpo3 1o otHomeHuio kK UCIT/IH MoryT ObITh Kak BHELITHUMH, TaK U
BHYTPEHHUMU

Cpenu BHEITHUX aHTPOIIOT€HHBIX UCTOYHUKOB MOXHO BBIIEIUTH CIydalHbIE U IIPEJHAMEPEHHBIE
HUCTOYHUKH.

CrnyuaiiHble (HeNpeaHAMEpPEHHBbIE) MCTOYHMKM MOTYT HCIOJIb30BaTh TaKUE YA3BUMOCTH, Kak
omuOKH, coBepiieHHbIe Tpu mnpoektupoBanuu WCII[JH u ee »IeMEeHTOB, OMIMOKA B MPOTPAMMHOM
o0ecreyeHnr; pa3IMyHoOro pojaa cOoM M OTKasbl, MoBpexaeHus, nposiBisgemble B MCII[In. K Takum
HMCTOYHUKAM MOKHO OTHECTHU MEPCOHAN MOCTABIIMKOB PAa3JIMYHOTO POJia YCIYr, NEpPCOHA HAA30pPHBIX



OpraHM3aluil ¥ aBapuilHBIX CIyk0 ¥ T.m. JlelcTBus (Yrpo3bl), MCXOASIINE OT JAHHBIX MCTOYHUKOB,

COBEpUIAIOTCS [0 HE3HAHUIO, HEBHUMATEIbHOCTHU UJTH XaJIJaTHOCTH, U3 JIFOOOMBITCTBA, HO €3 3JI0r0 yMbICTIA.

IIpenHaMepeHHbIE HCTOUHUKH IPOSIBIIAIOTCS B KOPBICTHBIX YCTPEMIIEHUAX HapymuTeneil. OcHOBHas

1eJIb TAKUX UCTOYHUKOB - YMBILIUICHHAs J1e30praHu3anus padoTel, BIBOJ cucTteM OpraHusaiuu U3 cTpos,
uckaxeHue nHpopmanmu 3a cuet nponunkHoBeHus B UCII/IH myreM HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

BHYTpeHHUMH HCTOYHMKAMH, KaK MPABWIIO, SBIAIOTCS CHEIHAIUCTBI B 00JAaCTH MPOrPAaMMHOIO
oOecriedeHrss M TEXHHYECKHX CpEJICTB, B TOM 4YHCIE CpPEACTB 3aIlUThl HH(OpMAIMH, HMEIOIINe
BO3MO>XHOCTb MCIIOJIb30BAaHUS LITATHOTO 000pyA0BaHUs U nporpaMMHo-Texuuueckux cpenacts UCIT/In. K
TaKUM HCTOYHMKAaM MOXHO OTHECTH OCHOBHOW NEpCOHaN, MpeICTaBUTENEH ClyKO Oe30macHOCTH,
BCIIOMOTaTeJIbHbIA U TEXHUYECKUHN NIEPCOHAI.

JUj11 BHYTPEHHUX UCTOYHUKOB yYIrp0O3 0CO00€ MECTO 3aHUMAIOT YIPO3bl B BUJIE OLUUOOYHBIX
necTBUs U (WIK) HapyIIeHUH TpeOOBaHHUM SKCIITyaTallMOHHON U MHOW JOKYMEHTALIUU COTPYTHUKAMU
Yupexnenus, umeronux goctyn kK UP UCIT/IxH. K momo6HbIM yrpo3aM, B 9aCTHOCTH, OTHOCSITCSL: -
HEMPEAYMBIIUIEHHOE NCKAXKEHHUE WIIN YIAJIEHUE TPOrPaMMHBIX KOMIIOHEHTOB;

- WTHOPHUPOBAHUE OPTaHU3AIMOHHBIX OIPaHMYCHHH (YCTaHOBICHHBIX IPABUIT) IPH paboTe ¢ pecypcamu
NCTIdn, Briarouas cpeacTBa 3auuThl nHGopManuu. B gacTHOCTH:
- HapylleHHe MPaBUJ XpaHEeHHUs HH(OPMAIMH OTPAHUYEHHOTO JOCTYIA, UCTIONb3yeMOU pH
SKCIUTyaTalliy CPEICTB 3alIUThl HHPOpMAINK (KIYEBOU, MAPOJIBHOMN U ayTeHTUPHUIUPYIOIIEH
uHpOpMAaIHN);
- MPenoCTaBJICHUE IIOCTOPOHHHUM JIUIIAaM BO3MOKHOCTH JTOCTYIIA K CPEJICTBAM 3alIMThl HHPOpMALUH, a
TaK)Ke K TEXHUYECKUM U MPOTPaAaMMHBIM CPEJICTBAM, CIIOCOOHBIM MOBJIHATH Ha BHITIOJTHEHHE
MPEIBSBISIEMBIX K CPEJICTBAM 3alIUTHI HH(OpMAIMK TPeOOBaHUIA;
- HacTpoWKa U KOH(UTYPUPOBAHUE CPEACTB 3aIIUTHI HH(DOPMALINHU, a TAKKE TEXHUUECKUX U
IIPOrPaMMHBIX CPEJCTB, CIIOCOOHBIX MOBIUATH Ha BHIIIOJIHEHUE NPEAbSIBISIEMbIX K CPEICTBAM 3aAIIUThI
uH(popManuu TpeOOBaHM, B HAPYIIEHHE HOPMATUBHBIX U TEXHUYECKHUX JOKYMEHTOB;
- HecooOmieHue o pakrax yrparbl, KOMIPOMETAIMH KIFOYEBOM, TApOIHHON U ayTeHTU(HUITUPYIOMIEH
nH(pOpMaIInK, a TaKKe JTI000H Apyroi HHGOpPMAIIMKM OrPaHUYEHHOTO AOCTYIIA.

Hau6omnb11yto onacHOCTh MPEACTaBISAIOT IPEIHAMEPEHHBIE YTPO3bl, HCXOASIINE KaK OT BHEIIHUX, TaK
U OT BHYTPEHHUX aHTPOIIOT€HHBIX UCTOUHUKOB.

Heo0OxonumMo paccMaTpuBaTh CIEAYIONIUE KIACCHI TAKUX yIPO3:

- YIpO3bl, CBSI3aHHBIE C IPEIHAMEPEHHBIMHU AEHUCTBUAMHU aul, uMmeromuMu goctyn k MCIIIH, Bxirogas
nosib3oBareneil UCIIJIH u MHBIX COTPYAHHUKOB YUpeKICHUS, pEaIu3yIOLMMU YIrPpO3bl HEMOCPEICTBEHHO B
NCIIH (BHYTpEHHUI HapyILIUTENb);

- YIpO3bl, CBSI3aHHBIE C MPETHAMEPEHHBIMH JEHCTBUSMHU JUll, He uMermmmu goctyna Kk WCII[n u
peaTM3yIOUMMHI YTPO3bl U3 BHEIIHUX CeTe CBSA3M OOIIEro MOJb30BAHUS MM CeTe MEXTyHapOAHOTO
MH(OPMALIMOHHOTO 0OMEHa (BHEIIHUI HapyIINUTENb);

- YIpO3bl, CBSI3aHHBIE C IPEAHAMEPEHHBIMU JEHCTBUAMHU Jul, He nMeromumu gocryna k MCIIIH n
peanusyrommmMu yrpossl no TKY 1.

- TexHoreHnble HCTOYHHKH yrpo3 0esonacHoctu I1/{n

TexHOreHHbIe ICTOUYHHUKH YTPO3 HANPSMYO 3aBUCST OT CBOMCTB TEXHHUKH. J[aHHBIE ICTOYHUKH TaKKe
MOTYT OBITh KaK BHEIIHUMHU, TaK U BHYTPEHHUMH.

K BHemHMM HCTOYHHMKAM OTHocsTCs HH(ppacTpykTypHble 3meMmeHTsl WCIIJH: cpenctBa cBsi3u
(TenedoHHbBIE TUHUM, JINHUY NEPEIaY JaHHBIX U T.I1.), CETU MH)XKEHEPHBIX KOMMYHHUKAIU (BojjocHa0XkeHHeE,
KaHalu3alus, OTOIUICHUE U Tp.).

K BHYTpEHHMM HCTOYHHMKAM OTHOCSITCS HEKAa4ECTBEHHBIE TEXHUYECKUE U NPOTPAMMHBIE CPEACTBA
00paboTku WH(pOpMalKK, BCIOMOTaTelIbHbIE CpeAcTBAa (OXpaHbl, CUTHAIM3ALUHU, TeIeQOHUH), ApYyrHe
TexHu4yeckue cpenctsa, npumensembie B MCIIH, a Taxke BpeAOHOCHOE MpOrpaMMHOE O0ECTIeUeHHE M
anmnapaTHbIE 3aKJIAJKH.

AnnapaTHas 3aKjaaaKa

AnmnapaTHble 3aKIaJKd MOTYT ObITh KOHCTPYKTHBHO BCTPOCHHBIMHU M aBTOHOMHBIMH. ATIapaTHbIE
3aKJIaJKN MOTYT peajn30BaTh YrpO3bl:

- cbopa u nHakorenus [1/11, o6pabareiBaeMbix 1 xpaHumbix B UCI1/IH;
- ¢opmuposanus TKYU.

B cmiy oTMEUYeHHBIX CBOWCTB ammapaTHbIX 3aKiIaJoK 3((eKTHBHAs 3alluTa OT HUX MOXET OBITh
o0OecrieyeHa TOJBKO 3a CYET TIIATENIbHOTO y4yeTa HMX CHeUu(UKU U COOTBETCTBYIOIIEW OpraHU3alluu
TEXHUYECKOH 3aIuThl HHPOPMAIIUU Ha BCeX cTaausX xu3HenHoro mukna UCIT/IH.

Hocurens Bpe1oHOCHOM ITPOrpaMMBbl



B xauectBe HocuTens BpeaoHocHOM nporpammel B MCII/IH MokeT BbICTynaTh anmnapaTHbIA 3J1€MEHT
cpeAcTB BbluMcAUTENbHOM TexHMKH W3 coctaBa MCII[IH wumm [1O, BhIMosHSIONMIEE POJIb MPOrPaMMHOIO
KOHTEWHepA.

Ecnu BpenoHOCHass mporpaMMa HE acCOLMHUPYETCsl ¢ KakoW-TMOO MPUKIAAHON MporpamMMon u3
coctaBa cuctremuoro win obuiero I[1O MCII/IH, B kauyecTBe €€ HOCUTEINS BBICTYIAIOT:

- BHEIIHUN MalIUHHBIN (OTYYX/1aeMblil) HOCUTENb, T.€. AUCKETA, ONTUYECKUH TUCK, JJa3€pHBIA JUCK, QIIdII-
IMaMsTh, BHEIIHUN K€CTKUM JUCK U T.II.;

- BCTPOEHHbIE HOCUTENU MHPOpPMALUU ()KECTKUE JAUCKU, MUKPOCXEMbI ONEPAaTUBHOM MaMsATH, IIPOLECCOp,
MHUKPOCXEMBI CUCTEMHOM TIaThl, MUKPOCXEMBbI YCTPOUCTB, BCTPAUBAEMBIX B CHCTEMHBIH OJIOK YCTpOHCTBA -
BUJI€OalanTepa, CeTeBOM IIIaThl, yCTPONUCTB BBOJA/BBIBO/IA U T. J1.)

- MMKPOCXEMBI BHEILIHUX YCTPOMCTB (MOHUTOPA, KJIaBUATYpPbl, IPUHTEPA, IUIOTTEPA, CKAHEPA U T.IL.).

B ToMm ciydae, eciiu BpeJOHOCHasi IpOrpaMMa MOKET OBbITh ITPOACCOLMMPOBAHA C CUCTEMHBIM HIIU
obmum I10, ¢ daiinamu pa3znuMyHON CTPYKTYpHl WJIM C COOOLICHUAMH, TEpEIaBaeMbIMU IO CETH, TO €e
HOCHTEJIEM SIBJIIOTCSL:

- makeTsl nepeaaBaeMbix 1o cetu MCII/Iu coobiiennit;
- (aiiel (MCTIONHIEMBIC, TEKCTOBBIE, Tpad)UUECKHE U T.1.).

IIpy BO3HMKHOBEHMHM YIpO3 W3 [AaHHOM TIPYIIBI IOSABIIAECTCS IOTCHIUAIbHAsA BO3MOKHOCTH
HapyleHus: KOHQUIEHINAIBHOCTH, LEJOCTHOCTH, JOCTYIHOCTH M JAPYIMX XapaKTEepUCTUK O€30MacHOCTH
[T /1n.

CruxuiiHble HCTOYHUKH Yrpo3 6e3onacHoctu I11n

CruxuiiHble UCTOYHUKU YIpO3 OTJIMYAaeTcs OOJIbIIUMM pa3HOOOpa3sHeM M HENpeACKa3yeMOCThIO U
ABJIAIOTCS, KaK IIPaBWJIO, BHEIIHMMHU [0 OTHOLIEHUIO K Yupexnenuto. Ilog HuMu, npexne Bcero,
paccMaTpUBAIOTCS Pa3jIU4HbIC NPUPOAHBIC KATAKIM3MbL: I0Kaphl, 3€MJICTPSICEHUS, YparaHbl, HABOJHEHHUS.
BO3HMKHOBEHHE 3TUX UCTOYHMKOB TPYAHO CIPOrHO3UPOBATh U UM TSDKEJIO NPOTUBOAECHCTBOBATH, HO IIPH
HACTYIUICHUH TOAOOHBIX COOBITHI Hapymaercs mrarHoe ¢pynkunonnposanue camoit UCII/IH u ee cpencts
3alIUThI, YTO IOTEHLUAIBHO MOXKET IPHUBECTH K HApyLIEHHIO KOH(QUIACHLUMAIBHOCTH, LEIOCTHOCTH,
JOCTYITHOCTH M IPYTHX XapaKTepucTUK OezonacHoctu [1]1H.

3amuTa OT yrpo3, UCXOSIIUX OT TEXHOT€HHBIX U CTUXMHHBIX HCTOUHHKOB yrpo3 6e3onacHoctu [1/1H,
perIaMeHTUpyeTCs HMHCTPYKLUUSAMH, pa3paOOTaHHBIMU M YTBEP)KIEHHBIMH OIEPAaTOPOM C YUETOM
ocobennocteit skcmryaranuu UCIT/Ix.

VI1Il. Moaesb HapymuTesst 60e30MacCHOCTH MEPCOHAJBHBIX JAHHBIX

1. Ananu3 BO3MOKHOCTEN, KOTOPBIMU MOXKET 00J1a/1aTh HAPYIIUTENb, IPOBOJUTCS B paMKaxX MOJENIN
HapyLLIUTENS.

[Tpu pa3paboTke MOAENN HAPYIIUTENS 3aUKCUPOBAHBI CIEIYIOLINE MTOJIOKEHUS:

- besonacnocts I1[H B UCII/IH oGecneunBaercst cpeacrBamu 3amuthl uHpopmaruu MCII/IH, a Takxke
UCIOJIb3YEMBIMU B HUX MH(OPMALIMOHHBIMU TEXHOJIOTUSIMU, TEXHUYECKUMHU U IPOIPAaMMHBIMU CPEICTBAMHU,
YJIOBJICTBOPSIIOIIMMHU TpeOOBaHUSM IO 3aluTe WHGOpPMAallUM, YCTaHABIMBAa€MbIM B COOTBETCTBHU C
3aKoHoJaTenbCcTBOM Poccuiickort denepannu;

- CpenctBa 3ammtel uHGopMarun (C3M) mraTHO (QYHKIMOHUPYIOT COBMECTHO C TEXHHYECKMMHU H
MIPOrpaMMHBIMH CPEJICTBaMH, KOTOpbIE CIHOCOOHBI IMOBIHUATH Ha BBINOJNHEHUE MpeabsaBisieMblx k C3U
TpeOoBaHMUI;

- C3U ne Mmoryr obecrieunth 3amutTy I[1/[H OT neHCTBUM, BBINOJHSAEMBIX B paMKax IMpEeAOCTaBICHHBIX
cyObekTy nedctBuil monHomouunit (Hampumep, C3U He moxer oOecrneunth 3amuTy I1J[H OT packpbITHs
JUI[aMH, KOTOPBIM MPEAOCTaBICHO MPaBO Ha JOCTYH K 3TUM JaHHBIM).

2 .Onucanue HapyuuTenei.

C TOYKM 3peHUs HAJIMYKS ITpaBa MOCTOSTHHOTO MJIM Pa30BOro JIOCTyIa B KOHTposinpyeMyto 30HY (K3)
oobekToB paszmemienuss MCIIJIH Bce ¢usmueckue nuia MOryT OBITh OTHECEHBI K CIEAYIOUIUM JBYM
KaTE€ropusM:

- kareropus | - nua, He UMeroIMe MpaBa A0CTyNa B KoHTpoaupyemyto 300y UCIIH;
- xareropus |l - nmuia, Meromre mpaBo goctyna B KoHTpoaupyemyto 3ony UCIT/IH.
Bce norennuanpHbie HapyIUTEIU OAPA3AEISA0TCA Ha:
- BHEIIHUX HAPYIIHUTENEH, OCYIIECTBIISAIOMINX aTaK! U3-3a NpeesoB KoHTposmpyemon 30861 UCII/H;
- BHYTPCHHHUX HApYIUUTEJIEH, OCYLIECTBISIOIIMX aTaKh, HAXOIACh B IIPEAENaX KOHTPOJIUPYEMOU 30HBI
NCIIH.

B kadecTBe BHEIIHEr0 HApYIINUTENSI KPOME JIMLL KaTETOpUH | TOJIKHBI paccMaTpUBAThCs TAKXKE JIMLA
kareropuw 1, Haxosmuecs 3a npeaenamu K3.

B otnomenun UCII/IH B kauecTBe BHEIIHETO HAPYILIUTENIMH U3 YU CIIa JIUL KaTeropuu | MOT'YT BBICTYyTIaTh:



- OBIBIINE COTPYIHUKH YUPEKIICHIS,
IIOCTOPOHHUE JINLA, MBITAIOIIKECS TOTYYUTh A0CTYyN K I1/IH B MHUIITMaTUBHOM MOPSIZIKE;
- TpeACTaBUTENIN MPECTYIHBIX OpraHu3aIui.

Bueninuii HapymmTenb MOKET OCYIIECTBIIATh:
nepexBaT oOpabaTeiBaeMbix TexHuueckumu cpeactBamu MCIT/Iu T1/IH 3a cuer ux yreuku mo TKYU ¢
WCIIOJIb30BAHUEM IOPTATUBHBIX, BO3UMBIX, HOCHUMBIX, @ TAKXXE€ ABTOHOMHBIX aBTOMAaTUYECKHX CPEICTB
pa3BeIKH CepUHON pa3paboTKy;
- JIECTPYKTHUBHBIC BO3JICHCTBUSI Yepe3 deMeHThl nHhopmarmonHoi uHgpactpykrypsl UCII/IH, koTOphIC B
IIPOLIECCE CBOET0 KM3HEHHOIO LIUKJIA (MOAEpHU3aLMs, COIIPOBOXKIEHNE, PEMOHT, YTUIN3aL1s1) OKAa3bIBAIOTCS
3a npeaenamu K3;
- HECAaHKIMOHMPOBAHHBIA JOCTYyNm K WH(MOPMAIMU C WCIHOJIB30BAHUEM CICIHAIBHBIX MPOrPAMMHBIX
BO3JIEUCTBUI TOCPEACTBOM IIPOrPAMMBI BHPYCOB, BPEIOHOCHBIX HPOrPAMM, aJTOPUTMUYECKHX WU
MIPOTrPaMMHBIX 3aKJIAJI0K;
- 1mepexBar MH(pOpMAaINH, IepeaBacMoi MO CEeTSM CBSI3U OOILEro MOJIb30BaHUS WM KaHaldaM CBSI3H, HE
3alUIICHHBIM OT HecaHkKimonupoBanuoro nocryna (HC/I) k uapopmariy opraHiu3aiiOHHOTEX HUIECKIMHU
Mepamy;
- araku Ha UCIIJIn nyTem peanusaiuu yrpo3 yJajieHHOro JI0CTyIa.

Buytpennuii HapymunTens (una kareropuu 1) mompasaensiercss Ha BOCEMb IPYII B 3aBUCHMOCTH OT

croco6a 1 MOTHOMOYHM JocTyna K nHpopmauonHsiM pecypcam (UP) UCIT/In.

-K mepBoii rpymme OTHOCATCS COTPYAHUKUA YUPEKACHUS, HE SIBISIOUIMECS 3apETUCTPUPOBAHHBIMU
nosb3oBarenasiMu U He aonyuieHHsle Kk P UCII/IH, HO nMeronne caHKIIMOHMPOBaHHbIN goctyn B K3.

JIno TaHHOM TPyIIIBI MOKET:

- pacnojaratb UMEHaMH U BECTH BBISBJICHHE [1APOJIEH 3aperucTpUpOBaHHbIX nojb3oBareneid UCII/H;

- HM3MCHATh KOH(PHUTYpaIUI0 TEXHHUYECKUX cpeacTB 00pabotku [1J[H, BHOCHTH MpOrpaMMHO-aIIapaTHbIE
3aknanku B IITC UCIIn u oGecnieunBath cheM HHGOPMAIIMU, UCTIONIb3Ys HEMOCPEACTBEHHOE MOAKITIOUECHNE
K TEXHUYECKUM CpPEeACTBaM 00pabOTKH MH(POPMAITUH.

- Ko BTOpo#i rpymnme otHocsATca 3apeructpupoBaHHbie nonb3zoBarenu WCII/IH, ocymectBisroniue
orpannueHHbli goctyn k P UCII[JH ¢ pabGouero mecra. K 3TOl Kareropum OTHOCSTCS COTPYAHHUKHU
VYupexaenus, umeronue npaso aocryna K gokaabHbiM P UCII/IH 115 BBINOIHEHUSI CBOMX JOKHOCTHBIX
00513aHHOCTEM.

JIuo 1aHHOM TpyIIIBL:

- o0siagaeT BceMU BO3MOXKHOCTSIMU JIUIL IIEPBOM KaTErOpUH;

- 3HaeT, 10 MEHbIIIEH Mepe, OJTHO JIETATbHOE UMSI IOCTYIA;

- o0sagaer BceMH HEOOXOAMMBIMU aTpuOyTamu (Harpumep, mnaposiem), odecrneduBaroum goctyn k 1P

NCIIdn;

- pacnonaraet [1/IH, K KOTOpBIM UMEET JOCTYII.
- K Tperbeli rpymnme OTHOCATCS 3aperucTpupoBaHHbIe Mojb3oBaTenu mnojacucreM MCII/IH,
OCYILECTBIIAIOIINE YAAIEHHBIN A0CTYI K [I/IH 110 ToKansHOM ceTh YupexIeHus .

JIM1o TaHHOW TPYIIIIBL:

- o0iagaeT BceMy BO3MOKHOCTSIMH JIUI] BTOPOW KaTeTOPHH;

- pacnonaraet uadopmarueit o ronosoruu cetu UCIIJIH u coctaBe Texunueckux cpeacts UCIx;

- HMeeT BO3MOXKHOCTh MPSIMOTO ((U3UYECKOT0) JOCTyMa K OTAeIbHBIM TexHudeckuMm cpeactBam (TC)

NCTI/H.

- K gerBepToii rpynmne oTHOCATCA 3apeructpupoBaHHble nojb3oBarenu WCII[IH ¢ nmomHomMounsMu

aamuHuctparopa 6ezonacHocta MCIIH.
JIM1O TaHHOW TPYIIIIBL:
- obmagaer mnoiHOM HH(OpManmUe O CUCTEMHOM M TPUKIAJHOM IPOrPaMMHOM OOecHeueHuH,
ucnonszyemom B cermente MCIT/IH;
- o0sagaet nosHOM nHpOpMaluelt 0 TEXHUYECKUX cpesicTBax U KoHpurypauuu cermenta MCIIH;
- MMeEeT JOCTYII K CPEJICTBAM 3alMThl HHPOPMAIIHH 1 TPOTOKOIHPOBAHHUS, & TAKXKE K OT/IEIHHBIM SJIEMEHTaM,
ucnoib3yembiM B cermenTe UCITIH;

MMeEeT JOCTYI KO BCEM TeXHHUECKUM cpenctBam cermenta UCTI/IH;

obnamaeT nmpaBaMu KOH(PUTYPUPOBAHUS M aIMUHHUCTPATUBHOW HACTPOWKH HEKOTOPOTO MOIMHOKECTBA
TexHU4eckux cpeacts cermenta MCIT/H.

- K msaToit rpyrmime OTHOCATCS 3aperHCTPUPOBAHHBIC TOJIB30BATENHM C TOJHOMOYUSIMH CHCTEMHOTO
aJIMMHHUCTPATOPA, BBIMOJIHSAIOMIETO KOH(QHUTYpUPOBAHUE M YIPABICHHWE MPOTPAMMHBIM 00ECleYeHHEeM H
o0opyaoBaHHEM, BKIIFOYasi 000pyA0BaHUE, OTBEUAOIIEE 3a OE30MaCHOCTh 3aIUIIAeMOr0 00BEKTa: CPEACTBA



MOHHUTOPHHIA, PE3EPBHOTO KOIIMPOBAHNUS, aHTUBUPYCHOI'O KOHTPOJIS, 3AIUTHl OT HECAHKIIMOHUPOBAHHOIO
JOCTyTIA.

JIM1o TaHHOW TPYIIIIBL:

- o0agaet NoJIHON nH(popMalKel 0 CHCTEMHOM, CIeHaIbHOM U TpukiagHoM I10, ucnonb3yemMom B
NCIIn;

- obnanaet nomaHoi nHpopmanuen o TC u konpurypanun UCITIH

- umeet poctyn ko sceM TC UCII/IH u 1aHHbIM;

- obyagaeT npaBaMu KOHPUTYpUpOBaHUS U anMuHucTpaTuBHON HacTporiku TC UCIIIH.

- K mecroil rpynmne otHocaTcs 3apeructpupoBanHHbie mnosibzoBaTenu WCII[JH ¢ nmonHoMounsiMu
aJIMMHHCTpaTopa Oe30MacHOCTH YUpeXKICHHs, OTBEYAIOMIEr0 3a COOJIOJEHHE MpPaBHI pa3rpaHUYCHUS
J0CTYyIa, 32 TeHEPAINIO KIIFOUEBbIX 3JIEMEHTOB, CMEHY MapoJiei, KpUntorpadhuyecKyro 3amuTy HH(HOPMAIIHH.
AnmuHECcTpaTOop 0€30MaCHOCTH OCYILECTBISET ayIUT TeX K€ CPENICTB 3alIUThl 00BEKTa, YTO U CUCTEMHBIH
aJIMUHUCTPATOP.

JIn10 TaHHOM TPYIIIIbL:

- oOmamaer nonHo# uupopmanmen 06 MCIIAH;

- HMeeT JIOCTYIH K CpeACTBaM 3alluThl HH(GOPMALUU U TPOTOKOJIMPOBAHUS U K YACTH KIIFOUEBBIX AJIEMEHTOB
NCIIn;

- HE UMeeT IpaB AOCTyIa K KOHQUTYPUPOBAHUIO TEXHHUECKUX CPEJCTB CETH 3a UCKIIOYEHUEM
KOHTPOJIbHBIX (MHCIIEKIIUOHHBIX).

- K cenpmoil rpymme OTHOCATCS JUI@ M3 YUCIA MPOTPAaMMHCTOB - pa3pabOTUYMKOB CTOPOHHEH
OpraHmzalu, apisomuxcs nocrasimukamu [10 u nuna, obecneunBaroiue ero CornpoBokKaeHne Ha 00BEKTE
pasmenienust UCIT/H.

JIM1o JaHHOW IPYIIIIBL:

- oOmamaer nHpOpManueit 00 anropurMax u nporpammax oopadotku uapopmarmu B UCI/1H;

- o0nazaeT BO3MOXHOCTSMU BHECEHHS OIIMOOK, HEIEKIApPUPOBAHHBIX BO3MOXKHOCTEH, MPOrpaMMHBIX
3aKJ1aJ0K, BpenoHocHbIX porpamm B I1O UCII/Ix Ha ctaguu ero pa3paboTKu, BHEAPEHUS U COIPOBOXKICHUS;
- MOJKET pacmojiarath Jro0biMu Gparmentamu uHpopMmaiuu o TC 06paboTku 1 3aKUTH HHPOpPMAILIHK B
NCIId#.

- K BoceMoii rpymnme oTHOcsTCs mepconan, oocmyxkuparomuid TC UCIIH, a Takxke nuia,

obecrnieunBaroIIne MOCTaBKy, conpoBoxacaue u pemonT TC UCIIdH.

JIM1o JaHHOW IPYIIIIBL:

- oOnanaer Bo3MokHOCTAMU BHeceHus 3akianok B TC UCII/IH Ha cTranuu ux pa3paboTKH, BHEPEHUS
U COIIPOBOXICHHUS;

- MOXeET pacroyiarate (pparmentamu uHpopmaruu o ronosoruu MCITJIH, aBTOMaTH3UPOBAHHBIX
pabouux MecTax, cepBepax U KOMMYHMKAIlMOHHOM 000pyioBaHMH, a Takke 0 TC 3anmTsl nHpopManuu B
NCIIdn.

3. TlpenmnonoxeHus 0 BO3MOXKXHOCTSIX HApYIIATEIS.

s nomyuenus ucxoubix 1aHHbXx 0 UCIIAn Hapymurens (kak I kareropuu, Tak u Il kateropun)
MOJKET OCYILECTBIIATH NepeXBat 3anppoBaHHON HH(OPMALIMY U UHBIX JaHHBIX, IEPEAABAEMBbIX 10 KaHaJIaM
CBSI3U CETSIM OOILEro MOJIb30BaHUS U (MJIM) CETAM MEXAYHApOIHOTO HH(POPMALIMOHHOTO 0OMEHa, a TaKkXKe 110
nokanbHbIM ceTsim UCIT/IH.

JIr000#1 BHYTpEHHMI HapyLIIUTEIb MOXKET UMETh (PU3NYECKHH JOCTYI K JUHHUAM CBS3H, CHCTEMaM
ANEKTPONUTAHUS U 3a3EMJICHUSI.

IIpennonaraercs, YT0 BO3MOKHOCTH BHYTPEHHET O HAPYIIUTENS CYILIECTBEHHBIM 00pa30M 3aBUCSAT OT
JEUCTBYIONIUX B TpeJenax KOHTPOIupyeMoil 30HbI 00bekToB pasmenieHuss MCII[H orpaHuyuTenbHBIX
(akTOpOB, U3 KOTOPBHIX OCHOBHBIMH SIBJISIIOTCSI PEXUMHbBIE MEPOIPHUATHS U OPraHU3alMOHHO-TEXHUYECKHE
Mepbl, HallpaBJICHHbIE HA:

- IPENOTBPALLEHUE U IPECEUCHNE HECAHKIIMOHUPOBAHHBIX JIEHCTBUI;

- MOa00p M PacCCTaHOBKY KaJIpOB;

- J0mycK (PU3NYECKUX JIUI] B KOHTPOJIUPYEMYIO 30HY M K CPEJCTBaM BBIYMCIUTEIbHON TEXHUKY;
- KOHTPOJIb HAJl TOPSAKOM IIPOBEAEHUS padoT.

B cuity 31010 BHYTpEHHHUI HapyUIUTEIb HE UMEET BO3MOXKHOCTH MOJIyUYEHUS CIIEHUAIbHBIX 3HAHUI
o UCTI/Ix B 00bemMe, HEOOXOUMOM JTsI PEIICHHS BOITPOCOB CO3aHUs M TIPEOI0JICHHsI CpeacTB 3amuThl [1/]H,
U UCKJIIOYAETCs €ro BO3MOXKHOCTh IO CO3JaHHUI0 M MPUMEHEHUIO CHELUAIBHBIX IPOrPaMMHO-TEXHUYECKUX
CPEICTB peaju3aliy IEeJIEHANPABICHHBIX BO3JCHCTBUI NaHHOTO HApPYLIUTENsS Ha MOJJEKAIUe 3alluTe
OOBEKTHI 1 OH MOKET OCYIIECTBIIATH MOMBITKH HECAHKIIMOHHUPOBAHHOTO JocTtymna Kk P ¢ ucnonbp3oBanuem
TOJIBKO IITaTHBIX MporpaMMHoO-TexHuueckux cpeacts MCII/n 6e3 HapyleHHs UX [eTOCTHOCTH.



Bo03MOXXHOCTh CroBopa BHYTPEHHHX HapylIuTeNnell Mexay co0oi, croBopa BHYTPEHHETO
HapymuTeass C TMepcoHajIoM opraHu3anuii-pazpadborunkoB mnoxacuctem HWMCII/IH, a Takxe crosopa
BHYTPEHHETO Y BHEIIHETO HApYIIMTENeH JOKHA OBITh HMCKIIOYEHA MPUMEHEHHEM OpraHU3allliOHHO-
TEXHUYECKHUX U KaJPOBO-PEKUMHBIX Mep, TEUCTBYIOMMX Ha 00bekTax pasmemenns UCIT/IH.

4. TlpenmonoxxeHus 00 UMEIOUINXCS y HAPYIIUTENS CPEACTBAX aTak

[Ipenmnonaraercs, 4To HAPYIIUTEIb UMEET BCE HEOOXOAUMBIE JJIsl MPOBEICHUS aTaK MO JIOCTYIHBIM
€My KaHajlaM aTak CpeZCTBa.

Buemnnii Hapymmrtens (nuna kareropum I, a Taxke nmia kareropuu Il mpu HaxokneHu:m 3a
npenenamu K3) MOXKeT HCIIOIb30BaTh CIEAYIOLINE CPEACTBA JOCTYIIA K 3aIIUIIAeMOi HH(POPMAIIHN:

- JIOCTYIIHbIE B CBOOOJIHOI Mpojake ammapaTHbIe CPeACTBa U MPOTrpaMMHOE OOecreyeHue, B TOM YHUCIIe
MIPOrpaMMHBIE U alapaTHbIE KOMIIOHEHTHI KPUIITOCPE/ICTB;

CHelHalbHO pa3paboTaHHbIE TEXHUYECKHE CPEICTBA U IPOrPAMMHOE 00ECIIeUeHUE;

CpezcTBa ImepexBaTa U aHajiu3a MHOOPMAIIMOHHBIX TOTOKOB B KaHAJIaX CBSI3H;

- CIenMalibHbIE TEXHUUYECKHE cpecTBa nepexnara nudpopmanuu no TKYU;

- mrarHble cpenctsa MCII/IH (Tosnbko B ciiydyae ux pacnosoxeHus 3a npeneinamu K3). Buyrpennwmii

HapyIIUTEh I JOCTYIA K 3amuinaeMon nudopmanuu, conepxarient [1J{H, MoxeT
ucnoJb30BaTh TosbKo mmTatHele cpencta MCII/IH. Ilpu 3ToM €ro BO3MOXHOCTH IO MCIOJIb30BAaHUIO
LITAaTHBIX CPEACTB 3aBUCAT OT peasin3oBaHHbIX B UCII/IH opraHn3ainOHHO-TEXHUYECKUX U PEXKUMHBIX MEP.

5. Omnwucanue KaHaJIOB aTak.

Bo3MOXHBIMU KaHaJlaMH aTakK, KOTOPbIE MOJKET MCIIOJIb30BaTh HApYIIMTENb JUISl JOCTyNa K
samumaeMoi uadopmaruu B UCIIIH, aisiroTcs:

- KaHaJbl HEMOCPEACTBEHHOTO JOCTYNA K O0BEKTY (BU3yaIbHO-ONITHUECKHA, aKyCTUIECKUH, (pru3ndecKkuii);
- DJIEKTPOHHBbIE HOCUTENU MHPOpPMAIMU, B TOM YHCIE ChEMHBIC, CAAHHBIE B PEMOHT M BBIIIEANINE U3
yrnotpeOieHus;

- OyMakHble HOCUTEIH HH(POPMAIIHH;

- IITaTHbIe nporpaMMHo-annapatHsie cpeacrsa UCII/H;

- KaOelbHBIE CUCTEMBI 1 KOMMYTAIIHOHHOE 000pYI0BaHHE, PACTIOIOKEHHBIE B TIPE/IEaX KOHTPOIUPYEMOM
30HBI U He 3amuiieHHsie oT HCJI k nHbopMaiuy opranu3aioHHO-TEXHUYECKUMU MEPaMu;

- He3aluIIeHHBIC KaHab! cBI3u; TKYU.

6. Tun napymutens npu wucnonb3oBanuu B WCII[IH kpunrtorpaduueckux CpeAcTB 3alllUThI
uHpOpMAIN

[Ipu oOmene unpopmanuein mexnay MCII[IH ¥ BHEIIHUMHU [0 OTHOIICHUIO K TMPEANPUATHIO
MH(OPMALIMOHHBIMU CHUCTEMaMHM HEOOXOJMMO HCIIOJIb30BAHUE CPEACTB KPUNTOrpauyecKol 3aIiuThl
uHpopmanuu (CK31).

VYpoBeHs kpuntorpaduyecKod 3amIMThl TEPCOHAIBHBIX JaHHBIX, obecneunBaemoit CK3U,
OIIpEAEIAETCS IMYTEM OTHECEHHWS HApyLIUTENs, AEMCTBHSIM KOTOPOro AOJDKHO npotuBocToars CK3U, x
KOHKPETHOMY THIY, U 0a3upyeTrcssi Ha MOJX0JaX, ONUCAHHBIX B «METOINYECKUMHU PEKOMEHJALUSIMU I10
00ECIEeYeHNI0 C MOMOLIbI0 KPUITOCPEACTB 0€30MaCHOCTH MEPCOHANBbHBIX JaHHBIX NMPH MX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX C UCIIOJIb30BAHUEM CPEJCTB aBTOMATU3ALIUN.

Tun Hapymmrens u knace CK3U gomkeH onpeaensThes B COOTBETCTBHH € TaOIuIIeH



Tabmuua - CooTBeTcTBUE TUTIOB HapymmTens U kiacca CK3U

I'pynmna BHyTpeHHEro HapyLmTe s Tun napymmress Kuaace CK3U
['pynma 1 H2 KC2
['pynma 2 ns3 KC3
['pynma 3 ns3 KC3
['pynmna 4 ns3 KC3
['pynma 5 ns3 KC3
['pynma 6 ns3 KC3
['pynmna 7 HS5 KB2
['pymnma 8 H4 KB1

Buemnwniit HapymuTens otHocuTcs K tuiy H1. Ilpu aToM, ecnu oH oOiagaeT BO3MOXKHOCTSIMHU 10
CO3/IaHUI0 CIIOCOOOB U MOJIFOTOBKHU aTaK, aHAJIOTMYHBIMUA COOTBETCTBYIOIIMM BO3MOXKHOCTSIM BHYTPEHHETO
HapymmTens tuna Hi (3a uckimoyeHneM BO3MOKHOCTEH, IPEAOCTABIIEMbIX IPEObIBAHUEM B MOMEHT aTakH B
KOHTPOJIHMPYEMOH 30HE), TO ITOT HAPYIIUTENh TaKKe OyZeT 0003HAYaThCS KaK HapyImuTe b Tama Hi.

IX. AkTya/ibHbI€e YTPO3bl 0€30MACHOCTH NMEPCOHATbHBIX IAHHBIX B MHPOPMAIIHOHHBIX CHCTEMAX
MEePCOHAJBbHBIX JAHHBIX

1. Jlna BeIsIBIEHUS M3 Bcero mnepeuHs yrpo3 OesomacHoctu [1ln akryanenbix ans MCIIAn
OLICHUBAIOTCS JBAa MMOKA3ATEIIS:

- ypoBeHb ucxoaHoi 3amumenHocty UCI/Ix;

- 4acToTa (BEpOSITHOCTD) pealin3allii pacCMaTPUBAEMON YTPO3bI.

2. YpoBeHb UCXOIHON 3alUIIEHHOCTH HH()OPMALIMOHHON CUCTEMBI IIEPCOHANBHBIX JAHHBIX

[Tox ypoBueMm ucxoanoi 3anuiieHHoctr MCIT/In monumaercst 00001eHHBIN TOKa3aTeb, 3aBUC NI
OT TEXHUYECKHUX U IKCIUTyaTalMOHHbIX Xapakrepuctuk MCII/H.

1. [Ipunumaercs, uro MUCII/IH numeeT BbICOKMI ypOBEHb UCXOAHOM 3aIMILEHHOCTH, €CJIM HE MEHEE
70% xapakrepuctuk MCII/IH COOTBETCTBYIOT YPOBHIO «BBICOKHI», @ OCTAJIbHBIE YPOBHIO «CPEIHUID.

B ciygae eciiu mHe menee 70% xapakrepuctuk UCIT/IH oTHOCHTCS K YPOBHIO

«HE HIKE CPEJIHErO», a OCTANbHBIE K YPOBHIO «HU3KUIY, TO HcxoaHas 3amuieHHocTs UCITIH Oyner
CpPEIHErO YPOBHSIL.

Bo Bcex ocranbhbix ciyyasx MCIIIH Oyaetr uMeTh HU3KUN YPOBEHb 3aLIUILIEHHOCTH.

Hcxons u3 kputepueB oLieHKH, AenaeM BbiBoJ, uTo UCII/H Yupexnenust umeeT cpeqHuil ypoBEHb
3aIMIIEHHOCTH.

5. Onpenenenue akTyaldbHBIX YTPO3 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX.

J1J1s1 OLIEHKHU YPOBHS MCXOTHOM 3alTUIIIEHHOCTH BBOAUTCS KOA(PMUIIMEHT UCXOAHON 3aIUIIIEHHOCTH
Y1, KOTOpBIil MOKET MPUHUMATDH 3HAUYCHHUSL:

0 - 1S BEICOKOM CTEIEHH MCXOIHON 3alUIIEHHOCTH,

5 - s cpeHel CTeNeHn UCXOIHOM 3allUIIeHHOCTH;

10 - g HU3KOM CTEIEHHU UCXOMHON 3alUIIEHHOCTH.

Crnenyronmm napaMeTpoM, HEOOXOAUMBIM Ui OINpeNeeHHs] aKTyalbHOCTH Yrpo3 0e30macHOCTH
[1/1n, siBisieTcs yacToTa (MM BEPOATHOCTD) pean3aliy yrpo3bl, M0J] KOTOPOH MOHUMAETCs ONpeeIEHHBIN
OKCIEPTHBIM IIyTEM II0KA3aTellb, XapaKTEPU3YIOLIMN BEPOSTHOCTh peanu3aliid KOHKPETHOM YIpO3bl
6e3onacnoctu [1/1n muis UCII/IH B peanbHBIX YCIOBUAX €€ GyHKIIMOHUPOBaHUS. BBoAUTCS YeThIpe 3HAaUCHUS
ATOTO MOKa3aress, 0003Ha4YaeMoro Kak Y?2:

MaJIOBEPOSATHO - OTCYTCTBYIOT OOBEKTHBHBIC MTPEATIOCHUTKH ISl OCYIIIECTBICHUS YTPO3bI (Hampumep,
yrpo3a XUIIeHUs] HOCUTeNe HHPOpMAIIH JIMIIaMU, HE UMEIOITUMHU JIETAILHOTO JOCTYIa B TIOMEIIEHHE, TIe
MOCJIEAHUE XPAHATCS);

HU3Kas BEPOSTHOCTh - OOBEKTHBHBIC MPEANOCHUIKM U1 pealu3alid Yrpo3bl CYIIECTBYIOT, HO
MIPUHSATHIE MEPHI CYIIECTBEHHO 3aTPYAHSIOT €€ peaan3annio (HalmpuMep, UCIIOIb30BaHbl COOTBETCTBYIOIINE
CpeICTBa 3aIIUTH HHPOPMAITIH);

CpeIHsIs BEPOSATHOCTh - OOBEKTHBHBIC MPEANOCHUIKH Ui Pean3allii Yrpo3bl CYIIECTBYIOT, HO
MPUHATHIE Mephl oOecrieueHus 6e3onacHocty [1/lH HeOCTaTOUHBI;

BBICOKAsI BEPOSTHOCTD - OOBEKTHUBHBIE MIPEATMOCHUIKH JIJIST PEATH3aIlN YTPO3bI CYIIECTBYIOT H MEPHI



no obecnieuenuto 6e3omnacHoct [1/[H He MPUHATHL

JlaHHBIN TOKa3aTeb IPUHUMAET CJICAYIONINE 3HAYEHUS:

0 - U1 MaOBEPOATHON yrpO3bl;

2 - 11 HU3KOH BEpOSITHOCTH YIPO3BI;

5 - 7151 cpeHel BEpOSTHOCTH YTPO3bI;

10 - 1151 BBICOKOM BEpOSITHOCTH yIPO3bI.

Hcnonb3ys 3Ha4eHHS TPUBEICHHBIX BhIIe mokaszareneit Y1 u Y2, Bpranciusiercs kodddumment
peanu3yeMoCTH yrpo3bl Y, onpenaensemMblii cootHomenneM Y = (Y1+Y2)/20.

B 3aBHCHMOCTH OT CBOETO 3HAYCHHUS ITOT KOIPPHUIIMECHT TPUHUMACT 3HAUCHUS

0 <Y < 0,3 - peanuzyeMOCTh yrpo3bl MPU3HAETCS HU3KOM;

0,3 <Y < 0,6 - peann3yeMOCThb YIpO3bl PU3HACTCS CPETHEN;

0,6 <Y < 0,8 - peanmuzyeMoCTh yrpo3bl MPU3HAETCS BHICOKOM; Y

> 0,8 - peann3yeMoCTh Yyrpo3bl MPU3HAETCS OYCHD BHICOKOM.

JHanee naercs oueHka onacHocTH Kaxaou yrpossl [1JIn nma UCIIH. JlanHas onieHKa HOCUT
HKCHEPTHBIN XapaKTep M MOTyYaeTcs IyTeM OIpoca SKCIEPTOB B 00JIaCTH 0€301MacHOCTH HH(OPMAIIHH.
JlaHHast OIleHKa UMEET TPH 3HAUCHUS:

HU3Kas OMACHOCTh - €CIIM pPealn3alusl YrpO3bl MOXKET NMPUBECTH K HE3HAYMTEIHHBIM HETATHBHBIM
MOCJIEICTBHUAM 1)1 cyObekToB I1/1H;

CpEeIHsIs OTIACHOCTb - €CJIM Pealln3alusl yTpo3bl MOKET IPUBECTU K HETATUBHBIM MOCIEACTBUSM JIISI
cyowektoB [1/H;

BBICOKAsl OMIACHOCTh - €CIIM peaju3alusi YIrpo3bl MOXKET MPUBECTU K 3HAYUTEIHHBIM HETaTUBHBIM
MOCIEACTBUAM Ji1s cyObekToB [1/1H.

[Tocne mpocuera Bcex TMOKaszaTenell MPOM3BOAUTCS OIEHKAa aKTYyallbHOCTH KaXKIOM YIrpo3bl
6e3omacuoctu [1/1a mpu ux o6padoTke B UCII/IH rucxons u3 MaTpHIlbl, MPUBEACHHAS B TabmuIe 9.2:



Tabnuua 9.2 - Marpuna pacueTa akTyalnbHOCTH yrpo3 6e3omnacHocTtu [1/{H

PeauzyemocT b IToxa3aTenb OIACHOCTH YIPO3bI
yIrpo3sl
Huska Cpennss Bbicokas
Huskas HEaKTyaJIbHas HEaKTyaJIbHas aKTyaJIbHas
Cpennsis HEaKTyaJIbHas AKTyaJIbHAs aKTyaJlbHas
Bricokas AKTyaJIbHas AKTyaJIbHAs aKTyaJlbHas
O4eHb BBICOKAs AKTyasbHas AKTyasbHas aKTyaJIbHas

Ha ocHOBaHMM TIOJO)KEHWUH MOJIENM YIpO3, MOJCIH HapyIIUTENs, JTaHHBIX 00 WCXOJHOU
samumennoctd UCIT/Ix (Y1), koaddunmenre peanmuszyemoctu yrpo3bl (Y), BEPOATHOCTH €€ peau3aiyu
(Y2), a Takke HKCIEPTHON OIICHKU OIACHOCTH YIPO3bI, ONMPEAESETCS aKTyallbHOCTh KaJIOH Yrpo3bl
oe3onacHoctu [1]IH, o6padaTeiBaembix B UCITIH. (Tabnuma 9.3)

Tabnuma 9.3 - AkTyanbHOCTB yrpo3 6e3onacHoctH [1/[H

Ne o/t

Yrpo3a 6e3onacHoctu [1/Ix

Beposr
HOCTb
peanuza quu

YTPO3BI

Ornenka
OIACHOCTH

YTPO3EI

Koadum nenr
peanuzye
MOCTH
yIPO3bI

OreHKa akTyaib
HOCTH yIPO3bI

. |Pa3zrnamenue, nepenaya uim yrpara

anI/I6YTOB pasrpaHnuvuCHUA JOCTYyIIA K
WCTI/In

5

0,75 CPeIHSIS

AKTyasb Hast

Hapymienue npaBui XpaHeHHs aTpuOyToB
pasrpaHuyeHus J0CTyna K
NCTIu

0,75

HU3Kas

AKTyaJb

Hecoobuienue o ¢pakrax yTparsl,
KOMIIPOMETAIMHU aTpUOyTOB
pasrpannuenus nocryna k UCI1/n

10

10

BBICOKAst

AKTyasb Hast

BHe,I[peHI/IC AI'CHTOB B YMUCJIO IICpCOHAJIA
CHUCTCMbI

0,5 BBICOKAS

AKTyalb Hast

HecaHKkmoHMpPOBaHHBIN 3aITyCK
TEXHOJIOTUYECKUX MTPOrpaMM, CIIOCOOHBIX
[IPY HEKOMIIETEHTHOM HCIOJIb30BaHUU
BBI3BIBATh MOTEPIO0 PAOOTOCIIOCOOHOCTH
CUCTEMBI WJIM OCYIIECTBIISIOIINX
HEoOpaTHMbIE U3MEHEHHSI B CUCTEME
(popmaTupoBaHHe WK PECTPYKTYPU3ALIUIO

HOocuTesel nudopmalmu, yaaneHue
TaHHBIX U T.11.)

0,6 BEICOKAs

AKTYyaJlb Hasd

Boa OIIMOOYHBIX JaHHBIX

10

1,0 HU3Kas

AKTyalb Hast

JlelicTBUSA COTPYHUKOB, MPUBOISIINE K
YAaCTUYHOMY WJIU ITIOJTHOMY OTKa3zy
CHCTEMBbI I HAPYIIECHHUIO

pa6OTOCHOCO6HOCTI/I afmapaTHbIX WA
MMPOrpaMMHBIX CPCIACTB

0,75 BEICOKAs

AKTyalb Hast

NrnopupoBaHue OpraHu3aldOHHbBIX
orpaHrueHuH (YCTAaHOBIEHHBIX MTPABII)
mpu padote ¢ [1]]

10

1 CcpeHsis

AKTyalb Hast

duznyeckoe pa3pylieHue Uil BEIBOJ U3
CTpOsI BCEX WJIM OTJIEJIbHBIX Hanbosee

BaKHBIX kKomroHeHToB UCTIln

0,5 BEICOKAsI

AKTYyaJlb Hasd




10.|3akymKu HECOBEPIICHHBIX, YCTAPEBIITHX 0 0,5 HU3Kast HEaKTya
WJIA HETIEPCIIEKTUBHBIX CPEJICTB TTbHAsT
nH(pOpMaTU3aLUU U HHPOPMALIMOHHBIX
TEXHOJIOT U,
u. [XuieHnue HocuTeleld nadopmaium, 2 0,6 BBICOKAsI AKTyasb
coaepxamux [1/] Has
12.|To >xe, BHEITHUI HAPYIIUTEIH 2 0,6 BBICOKasI aKTyalb
Hast
13.|He3akoHHOE MOTy4YeHUE TapoJieii U APYTrUX 5 0,75 cpenHss AKTyaJb
PEKBH3HUTOB Pa3rPaHUUCHHUS JOCTYIIA K Hast
NCITn
14.To ke, BHCIIHUI HAPYIIUTENb 2 0,6 CpemHss aKTyallb
Hast
15.HecankunoHupoBaHHast MOIU(DUKALIHS 5 0,75 BBICOKAs AKTYyaJIb
[IPOrpaMMHOTI0 O0€ecIIeYeHUs Hasi
16.(To ke, BHEIIHUI HAPYIIUTENb 2 0,6 BBICOKAs aKTyallb
Hast
17.|[Tepexsar I1]1, nepeaBaeMbIX 1O KaHAIAM 0 0,5 HU3Kast HEaKTyalb
CBSI3U Hast
18.|To e, BHETHUI HAPYIIUTENb 0 0,5 HU3Kast HEaKTyalb
Hast
19.|HecaHKIMOHUPOBAHHOE KOTUPOBAHHE 5 0,75 cpeaHss AKTyaJlb
Hocureneilt undopmanuu c 1171 Hasi
20.|To ke, BHEUTHHIA HAPYIIUTEIh 2 0,6 cpeaHss AKTyaJlb
Hast
21.Yrenue ocTaTOYHON HH(DOPMALINK U3 0 0,5 HU3Kast HEaKTya
OTIEPaTUBHOW NaMSATH U C BHEIITHUX TbHAS
3aIOMUHAIONINX YCTPOIHCTB
22.|To ke, BHEUTHHIA HAPYIIUTENh 0 0,5 HU3Kasi HeakTya
TbHAS
23.|HenpennamepeHHOE 3apaskeHHe 5 0,75 HU3Kas aKTyallb
KOMITBIOTEpA BUPYCAMHU Hast
24 |[IpeqHamMepeHHOE 3apaKeHHE KOMITBIOTepa 10 1,0 HU3Kast aKTyasb
BUpYCaMH Hast
25.|BMenratenbeTBO B Iporiece 5 0,75 BBICOKAsI aKTyasb
¢ynkunonuposanust UCII/IH, cereit Has
001Iero noib30BaHUs C LENbIO
HECaHKIIMOHUPOBAHHOW MOU(DUKALIUU
TaHHBIX
26.|To >xe, BHELTHUI HapyIIUTEINb 2 0,6 BBICOKAs aKTyalb
Hast
27.|HecaHKIIMOHMPOBAHHOE BHEIPEHHUE U 10 1,0 cpenHss aKTyasb
MCIOJIb30BaHNE HEYUTEHHBIX IPOTPaMM, He Hast
SIBIISTFOIIIMXCSI HEOOXOMMBIMH JIJIST
BBITOJIHEHUS COTPYIHUKAMHU CBOUX
CITYyEOHBIX 00s13aHHOCTEMN
28 |To e, BHEIIHUI HApyLIUTENb 5 0,75 cpeaHss aKTyab
Hast
29 |HeyMbIIIIEHHOE TIOBPEXKICHHS BHETITHHX 2 0,6 HU3Kast HEeakTya
KaOeNbHBIX CUCTEM CBSI3H TTbHAST
30 |Bo3HHKHOBEHHE MTOXKApPOB B 2 0,6 BBICOKAST aKTyallb
HETIOCPEICTBEHHOW OJIM30CTH K Hast

IIOMCIICHHUAM, B KOTOPBIX




obpabarsiBarotrcs [1]] u apxusam I1/]
pe3yJIbTaTe HEUCIPABHOM
AIIEKTPOTIPOBOJIKH, HEUCTIPABHBIX
TEXHUUYECKUX CPEACTB, HApYIICHHUS
COTPYIHUKAMU MPABUI IPOTHBOIIOKAPHOM
0€30MacHOCTH.

31.[Pa3pymieHue 37aHui, OTACIBHBIX 0,5 BBICOKAs! aKTyaib
IIOMELICHNN Hast
HEaKTyalb
32.BO3HUKHOBEHHME CTUXUITHBIX 04aroB 0,6 HU3Kas Hast
HOXapOB
33.|ABapuu B ccTeMax AIEKTPOITUTAHUS 0,75 HU3Kas aKTyaib
Hast
34.|ABapuu B cHCTEMaX OTOILIEHHS U 0,75 CpenHss aKTyalb
BOJIOCHA0KEHUS B HEMOCPEACTBEHHON Hast

OJM30CTH K TIOMEIICHUSAM, B KOTOPBIX
obpabarsiBarorcs [1]] u apxusam [1]]




